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Introduction

• The main cause of medical errors in the US and other countries is inaccurate 
diagnosis. (251000 deaths annually)

• It is estimated that 70% of decisions regarding a patient’s diagnosis, 
treatment, and discharge are in part based on results of laboratory tests.

• With both health care and laboratory medicine transitioning into an era of 
big data and artificial intelligence (AI), the ability to provide accurate, readily 
available data is crucial.
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• Automation and AI can fundamentally change the way medicine 
is practiced, as demonstrated by the recent applications in 
dermatology and ophthalmology.

• AI has the potential to increase patient outcomes, decrease 
errors in diagnosis, and optimize treatment plans.
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• With the increasing role of laboratory medicine in many diseases, AI has the 
potential to improve diagnostics through more accurate detection of pathology, 
better laboratory workflows, improved decision support, and reduced costs.

• In some areas, such as clinical genomics, a specific type of AI algorithm known as 
deep learning is used to process large and complex genomic datasets.

• Today, AI is occasionally used in laboratory medicine for enabling the effective use 
of resources, avoiding unnecessary tests, and alerting for abnormal results.
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• Since the 1970s, laboratory information systems (LIS) have been critical 
components of the operation of clinical laboratories.

• LISs were initially developed to collect, record, present, organize, and archive 
laboratory results, often with a focus on generating information for proper financial 
management of the laboratory.

• While information technology in general is advancing at an increasingly faster rate, 
particularly in the hardware domain but also in software development, LIS have not 
evolved correspondingly.
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• Health care systems in general can be characterized as 
conservative and resistant to change and current HIS and LIS are 
a reflection of this conservative approach.

• Despite benefits of cost-efficiency and patient care with well-
designed HIS/LIS, most systems lag behind current IT possibilities.

Introduction
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INFORMATION SECURITY
• Healthcare info systems need security to protect health records and comply with laws, 

without disrupting user access.

• Although continual improvements are made there is a growing number of people and roles
(laboratory personal, clients) calling for a better, more powerful and contemporary.

• For example, health care providers should be able to access all the relevant information for 
their patients, but not that of other patients unless they are brought in as consultants.

• Various security levels should be offered, allowing users to create workgroups with 
customizable functions and data access.
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• Secure LIS interfaces should offer advanced login options like biometric 
recognition or Radio Frequency Identification (RFIDs) to reduce keystrokes, 
speed up login, and automate logout when leaving.

• Online systems need multiple login methods: username/password with 
CAPTCHA and OTP for enhanced security.
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INFORMATION SECURITY



• More data from 'Omic' sciences, individualized medicine, gene sequencing, 
and microarray testing.

• Newer methods include NMR, spectroscopy, and MALDI-TOF.

• The increasing number of analytes (e.g., in drug monitoring) and type of 
sample (e.g., saliva diagnostics) also expand the amount of data to be 
processed.
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OMICS AND NEW THECNOLOGIES



• Most mistakes occur in the preanalytical phase and not in the 

analytical phase, as many clients believe.

• The preanalytical phase is very vulnerable to uncertainties.

• Around 62% errors in labs occurs during preanalytical phase, 23% in 

postanalytical, and 15% in analytical phase.
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PHASES OF LIS



• Modern LIS should be prepared for future disciplines like 

telemedicine, telepathology, personal health monitoring (PHM) and 

electronic health records.

• Some questions arise such as: 

Can the contemporary LIS manage the new tasks? 

Is it sufficient to add parts to the contemporary LIS or should the LIS 

be completely restructured?
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THE FUTURE PROBLEMS



TEST ORDERING

• Test ordering is crucial for improving lab resource use.

• Test-ordering systems with intelligent decision support can cut turnaround 
times, guide test use, and link LIS and HIS.

• Involvement of clinicians and laboratorians is crucial in developing policies 
for lab utilization.
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TEST ORDERING

• The electronic order (order entry) is an easy and safe form of the requisition 
of laboratory analytes.

• An expert system uses patient information, previous test results, and 
clinician input (eg, from a list of probable diagnoses) to suggest appropriate 
tests.

• The system has the ability to restrict ordering permission by location, 
diagnosis, provider specialty, etc, for certain tests.
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• AI can support the requisition by suggesting analytes in, e.g., 

differential thyroid diagnosis and combination of tumor markers.

• Self-learning systems can analyze the requisition behavior and alert 

the user if he/ she has forgotten relevant analytes [AI/ self-learning 

systems with user (doctor) interaction are only possible in the case of 

order entry].
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TEST ORDERING



• The system has the ability to distinguish research versus patient-care 

specimens and enable different billing procedures. 

• Research orders should be attached to a research management 

system, including the availability to link to different protocols and 

research accounts.

• The ordering system must interact to other systems without manual 
intervention.
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TEST ORDERING



• Appropriate specimen collection and processing is fundamental to the quality of laboratory 
results, which follow the well-know principle of ‘‘garbage in, garbage out”, GIGO.

• The system guides the specimen collector with an online or printed display of proper specimen 
collection instructions, in an easy step-by-step format with links to a full procedure.

• It constitutes the first visual inspection (e.g., examination of the sample for physical integrity).

• A further step is that analytes are registered and a special software allots them to the different 
parts of the laboratory, e.g., microbiology and transfusion medicine.
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• The system has the ability to present the collector with a list of pending laboratory orders 
and generate unique bar-coded or RFID labels at the bedside upon scanning the patient 
identification wristband or other unique physical patient identifiers.

• The labels generated at the point of collection should include a minimum of 2 patient 
identifiers, as well as date and time of collection, collector identity, urgency of the order, 
and as much as possible, the abbreviated names for tests requested.

• Use of 2-dimensional bar codes or RFID labels allows larger amounts of information to be 
attached to the specimen.

• On arrival of the specimen in the laboratory, the system should be able to recognize the 
specimen upon scanning the labels attached to the specimen container, and initiate testing 
without further human intervention.

SPECIMEN COLLECTION, ACCESSIONING, AND 
PROCESSING
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• When placed in an automated robotic specimen-processing line, the labels 
are scanned again and the accession is activated for analysis.

• Laboratory turnaround time can be differentiated into time from order to 
collection to accession to receipt to activation to report.

• It is important to distinguish the different components of turnaround time 
because often only the receipt to report processes are under complete 
control of the laboratory.

SPECIMEN COLLECTION, ACCESSIONING, AND 
PROCESSING
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• The system should be able to generate multiple specimen aliquot labels that 
can be scanned to execute the appropriate testing associated with each 
aliquot. This capability should include functionalities for tracking and storing 
multiple aliquots and slides derived from a single specimen.

• Future systems should use one patient number and requisition for data 
incorporation into medical reports.
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SPECIMEN COLLECTION, ACCESSIONING, AND 
PROCESSING



• The system should have the ability to deidentify and codify specimens for research 
purposes, and include database management capabilities for biobanks and tissue 
repositories.

• The system should be able to track the specimen location throughout the preanalytic, 
analytic, and postanalytic phases, including transportation to various sections of the 
laboratory or external sites, and management of specimen storage.

• The latter includes functionalities for easy retrieval of the precise specimen storage location
and periodic reports to facilitate batch disposal of specimens.

SPECIMEN COLLECTION, ACCESSIONING, AND 
PROCESSING
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• After registration of the analytes a software should check the frequency of 
ordering the analyte (a weekly measurement of HbA 1c is not necessary) and 
in a further step the combination of the analytes by using artificial 
intelligence.

• Based on this data a future LIS should not only manage and concentrate on 
the classic three analytical phases (pre, analytical, and postanalytical phase). 
It is necessary to establish two new phases within the classical three phases 
to reduce the error rate which are termed pre and postanalytical
management.
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AI FOR CHECKING FREQUENCY OF ORDERING THE ANALYTE 
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• The SOP for each test, managed by a document control system, can be easily 
viewed or printed by the analyst.

• Document storage has been mentioned at different stages. In general an 

additional document management system (DMS) should recover and store

all ordering/reporting/measurement data and register data export.

• A DMS should save original values and background info like reference values and 
methods used.

ANALYTIC PHASE
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• The testing instrument is recorded with each patient test. 

• The analyzer record provide links to online preventive maintenance and 
service records, with the ability to alert the user for scheduled maintenance 
and service.

• If required by the laboratory, the instrument manufacturer should also be 
automatically notified.
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ANALYTIC PHASE



• It may be useful that decentralized point-of-care testing (POCT) data

are made available for a better interpretation of all analytes measured 

from the patient and for an archiving of the data obtained.

• Results from point-of-care testing should be integrated with those from 

main analyzers while identifying the source of those results.

• A point-of-care test management system should be available to track 

instruments, reagents, quality control, and user identity, and training.
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ANALYTIC PHASE



Ability to store results in numbers, text, and images with flexible data 
storage that doesn't limit data size.

The system should have various result certification levels, allowing results to 
be held until approved by a higher-level user, like a supervisor.

The system must receive results in various formats from other labs through 
electronic interfaces for seamless integration in the electronic record.

RESULT ENTRY AND VALIDATION
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The system should be able to use advanced expert decision support 

for autovalidation of results.

Autovalidation streamlines lab result certification, enhancing efficiency. 

Advanced systems reduce error chances, enabling specialists to focus on 
exceptional cases.

RESULT ENTRY AND VALIDATION
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1. Comparison with results of previous tests in the patient record 
(temporal delta checks).

2. Comparison with results of other related tests in the same or closely 
related specimens (cross-sectional check). An example is creatinine
versus urea.

3. Check specimen for hemolysis, lipemia, and icterus....

4. Clinical information, including demographics, location (inpatient 
versus outpatient, type of clinic), diagnoses, medications, 
procedures.

5. Results of external and internal quality control.

6. Statistical data on result distribution.

RESULT ENTRY AND VALIDATION (AUTOVALIDATION)
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RESULT REPORTING

• Reports should be made available by a variety of options to include user-
configurable automated secure messaging, emailing, and other electronic 
text transmission mechanisms.

• Ability to link result comments for more test info, like analytic parameters, 
drugs, and data for result interpretation.

• Intelligent reports speed up patient care. For example, a decision support 
can prevent inappropriate discharges caused by unidentified or unaddressed
lab results.
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• Special input screen for results from hand testing with manual data input 
should be programmed. These screens should be ensuring that the 
measured data is inputted twice to reduce transcription error.

• Similar to current LIS, future LIS should not only have the possibility of 
manual validation and delta-checking but use AI for clinical autovalidation.
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RESULT REPORTING



• The LIS should have a sophisticated ‘‘significant result’’ notification system.

• The future LIS system uses rule-based notification of appropriate third parties, such 
as infection control or public health departments, depending on the laboratory result.

• Any changes or corrections to laboratory results should be communicated rapidly to 
providers, and reports on interfaced HIS systems should be accurately and 
completely updated.

• The system should provide the ability for end users to inquire about laboratory 
testing, receipt of specimens, availability of results, with links to appropriate online 
information.

NOTIFICATION MANAGEMENT
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• Laboratory testing turnaround time reports with the ability to 

consolidate or split the various components, such as order to 

collection, collection to receipt in laboratory, receipt to testing, and 

testing to report, individual test or test groups, hours or shifts, 

employee, patient location, clinics, providers, etc.

• Nosocomial infection tracking and antibiograms reporting the 

frequency distribution of microbial susceptibility to antimicrobial 

agents. 

DATA MINING AND CROSS-SECTIONAL 
REPORTS
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• Laboratory utilization reports by provider, provider group, specialty, 

clinics, wards, patient types, diagnoses and diagnostic groups, ICD-

10/11 codes, etc, to include test type, and costs per case.

• Patient outcome analysis using laboratory data-mining capabilities 

and clinical data extracted from the HIS. Examples of useful 

parameters to correlate with laboratory testing include mortality, 

morbidity, hospital length of stay, and cost of care, diagnostic groups.

DATA MINING AND CROSS-SECTIONAL 
REPORTS
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• For a customer and quality oriented system audits as well as business 

intelligence (BI) and reporting is helpful.

• During this process large amounts of data (e.g., from CRM, from cost 

controlling, measurement data) will be collected, systematically 

analyzed and presented.

• BI is used in hospitals to optimize their processes and communication.
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BUSINESS INTELLIGENCE



• Quality control files for each assay system should record the following:

a. Information about a particular quality control material (as described for test 
components, including lot number, expiration date).

b. Manufacturer or laboratory-assigned control values for each relevant 
testing system.

c. Serial QC test results associated to each control material and analyzer.

QUALITY MANAGEMENT
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• Each patient test result should be linked to the relevant quality control 

result(s) in an easily retrievable record.

• The system schedules automated running of quality control or 

alternatively alerts appropriate staff to perform QC tasks.

• Sophisticated user-definable display of QC results should include 

Levey-Jennings plots and interactive display of violations of user-

selected rules, such as Westgard rules.

QUALITY MANAGEMENT
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• Quality control reports including Levey-Jennings plots should be 

easily interpretable so staff can quickly make critical decisions about 

test acceptability.

• Interfaces to third-parties for automated upload of QC data and real-

time download of peer performance data should be available.

• The system should be able to remove outliers and erroneous results 

from QC calculations, based on appropriate statistical parameters.
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QUALITY MANAGEMENT



• The system provides user-definable QC summary reports for 
review by supervisory and management staff with functionality
for documentation of review and corrective actions.

• The system must connect with instrument data, temperature 
systems, water quality, environmental measurements, and other 
relevant data for lab accreditation.

QUALITY MANAGEMENT

38



• The system manages accreditation online with checklists and questionnaires
from accrediting agencies.

• It should capture all data needed for agencies like CAP or ISO 15189.

• The quality management system should integrate instant messaging, forum, 
online meeting, and social-networking capabilities to enhance 
communication among laboratorians.

QUALITY MANAGEMENT
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• Based on the illustrated tasks of a future LIS, I think this is only solvable by a 
new concept, laboratory data management (LDM) as duties and 
responsibilities cannot be solved by one huge and closed-system LIS.

• LDM has to process and provide laboratory data for specialized programs.

• Other programs must share data with the LDM.

• LDM is a modular system and is suitable for various types of labs. (Small, high 
specialized laboratory or laboratory with a high throughput)
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FUTURE LIS
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Thanks for your attention


